SmartGraph2 Pharma
Meeting FDA guidelines, document administration
Audit trail electronic signature

Administration / user rights

The administrator can create as many users
as required, who are then able to use the
opportunities of the software restricted
according to the different access rights.

The following user. levels are typical

User: data.only indicate [rromsemran:
Mainwser: data indication and annotation
Administrator: data indication, annotation and
management |Gates

(e

Electronic documents

Measured data intervals can be archived

electronically.to be tamper resistant

e.g. Qualification of systems T ——

e.g. Long-term stability testing e
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Toachieve thisyrelevant intervals from the

measuring instruments are archived in "document

types" and individual documents are archived.

These can be freely defined by the users.

User rights uven sellinngy

Electronic documents can be generated,
acknowledged and / or approved. uset |0 |Lutt
The different rights are allocated in the user
administration.
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Signature regulations are entrained in the Ralrarse [F
documentias electronic signatures.
Signature is givenwia a password.
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Audit trail

All actions (e.g. instrument selection, offset
modification, software starting) including the limit
violation are saved in an audit trail.

Hence the Pharma software meets the demands
of "Part 11" (21 CFR 11).




